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CONFERENCE TO BE ADDRESSED BY MORE
THAN 150 SPEAKERS

CONFERENCE HAVING MORE THAN 87
SUPPORTERS

WONDERFUL OPPORTUNITY TO NETWORK
WITH CREME DE LA CREME
INTERNATIONAL THOUGHT LEADERS
UNDER ONE ROOF
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CONFERENCE DIRECTOR — INTERNATIONAL CONFERENCE
ON CYBERLAW, CYBERCRIME & CYBERSECURITY

Pavan Duggal
Advocate, Supreme Court of India
President, Cyberlaws.Net
Conference Director, International Conference on Cyberlaw, Cybercrime &
Cybersecurity
Founder & Chairman, International Commission on Cyber Security Law

Pavan Duggal, President of Cyberlaws.Net, has been working in the pioneering area of Cyber Law,
Cyber Security Law & Mobile Law. While a practicing Advocate, Supreme Court of India, Pavan
Duggal has made an immense impact with an international reputation as an Expert and Authority
on Cyber Law, Cyber Security Law and E-commerce law.

Pavan Duggal has been acknowledged as one of the top 4 Cyber Lawyers around the world.

WDD [World Domain Day] recognises Pavan Duggal as one of the top 10 Cyber Lawyers around
the world.

His empanelment as a consultant to UNCTAD and UNESCAP on Cyber Law and Cyber Crime
respectively, membership of the AFACT Legal Working Group of the UN / CEFAT, consulting as
an expert with the Council Of Europe on Cyber Crime, inclusion in the Board of Experts of
European Commission’s Dr. E-commerce and his work as an expert authority on a Cyber Law
primer for E-ASEAN Task Force and as a reviewer for Asian Development Bank speaks volumes
of his worldwide acceptance as an authority. Pavan is the President of Cyberlaw Asia, Asia’s
pioneering organization committed to the passing of dynamic cyber laws in the Asian continent.
Pavan is also a member of the WIPO Arbitration and Mediation Center Panel of Neutrals.
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As an internationally renowned Cyber law and Cyber security subject expert, at the world stage
during the High-Level Policy Statement delivered by him at the World Summit on Information
Society (WSIS) organized by the International Telecommunications Union (ITU), UNESCO,
UNCTAD & UNDP in Geneva, Switzerland from 25" May — 29" May, 2015. Pavan Duggal has
recommended the need for coming up with an #International #Convention on #Cyberlaw & #Cyber
Security.

As a thought leader, Pavan has suggested that India requires a new legislation, that is wholly
dedicated to cyber security.

Pavan has been the Member of the Public Interest Registry’s.Org Advisory Council. He is a
member of ICT policy and governance working group of the UNICT taskforce. He is the legal and
policy Consultant to Internet Mark 2 Project, which is examining the next level of internet. He has
been invited to be an Associated Fellow of the Centre for Asia Pacific Technology Law and Policy
(CAPTEL) at Singapore. Pavan is a Member of Panel of Arbitrators of the Regional Centre for
Arbitration, Kuala Lumpur and Asian Domain Names Dispute Resolution Centre at Hong Kong.

Pavan Duggal is a Panel Member Of Permanent Monitoring Panel For Information Security-World
Federation of Scientists.

He has been associated with the Ministry Of Communication and Information Technology,
Government of India on Cyber Law and Electronic Governance legal issues. He is a member of
Advisory Committee on e-governance in Karnataka constituted by the Government of Karnataka.
Pavan is a member of Information Forensic Working Group on E-Information Systems, Security
and Audit Association.

Pavan is a member of Multi — Stakeholder Steering Group of the Asia Pacific Region Internet
Governance Forum (APRIGF)

Pavan heads his niche law firm Pavan Duggal Associates, which has practice areas, amongst others,
in Cyber Law, Business Process Outsourcing Law, Intellectual Property Rights and Information
Technology Law, Information Security Law, Defence, Biotech and Corporate Law.

While he has been a member of the Nominating Committee, Membership Advisory Committee and
Membership Implementation Task Force of ICANN, Pavan is also the President of Cyberlaws.Net,
which is Internet’s first ever-unique Cyber Law consultancy.

In addition to that, he is also the founder of the Cyber Law Association and is also the Founder-
President, Cyberlaw India.
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Some outstanding pioneering work in the field of BPO legal issues has resulted in his being a
member of the BPO Steering Committee of ASSOCHAM. Today, he advises a number of BPO
concerns on different legal issues relating to outsourcing. Pavan was the Chairman of the Cyber
Law Committee of ASSOCHAM and works closely with Cll and FICCI.

Pavan is a regular on the lecture circuit. He has spoken at over 1500 Conferences, Seminars and
Workshops in the last 15 years, and has lectured extensively in select Law Colleges. As a Writer,
he has made his mark with 79 Books on various aspects of the law in the last 15 years. He has
contributed a continuing weekly column on diverse aspects of the law, titled 'Brief Cases' to the
Economic Times, for the last seven years.

More about Pavan Duggal is available at http://www.pavanduggal.com and
http://www.linkedin.com/in/pavanduggal.

2016 Conference Supported By:

e —

| X
R 0 3 Nu lu-y ol sn.. teonions wod Infosmation Ty
: Sact . e

= ¢ D e

T

INTERPOI ICANN N

"4y =l -
W aa ._" % =l =
B Microsoft 'g“”g‘" J':D M sWS  suin ag e



http://www.assocham.org/
http://www.assocham.org/
http://www.cii.in/
http://www.ficci.com/
http://in.linkedin.com/in/pavanduggal
http://www.pavanduggal.com/
http://www.linkedin.com/in/pavanduggal

International Conference on Cyberlaw, Cybercrime
& Cybersecurity

About The Conference

The International Conference on Cyberlaw, Cybercrime & Cyber Security 2017 aims to examine
and analyze the emerging Cyberlaw, Cybercrime and Cybersecurity trends of today’s times. The
International Conference will be attended by various international delegates and speakers as also
representatives from the national Diaspora representing the stakeholders in the digital ecosystem
and alive web.

These would include representatives from the Central Government & State Governments, various
Ministries, Law Enforcement Agencies, Police, Business, Information Technology, Corporate
Sector, Academicians, Scholars, Service Providers, International Organizations and distinguished
thought leaders.

The International Conference on Cyberlaw, Cybercrime & Cybersecurity has been supported by
more than 87 international and national organizations. These include UNESCO, UNODC, ITU,
UNU-EGOV in the UN Family, as also by Council of Europe, Europol Cybercrime Centre,
Interpol, Internet Corporation for Assigned Names & Numbers (ICANN), Internet Society, World
Federation of Scientists, International Association of Prosecutors, Global Prosecutors E-Crime
Network, Asia Cloud Computing Association and Ministry of Electronics & Information
Technology, Government of India.

The International Conference on Cyberlaw, Cybercrime & Cybersecurity shall aim to analyze some

of the important aspects pertaining to evolving jurisprudence concerning #Cyber Law, Cyber Crime
and Cybersecurity.

Obijectives of the Conference

The objectives of the International Conference on Cyberlaw, Cybercrime & Cybersecurity are as
follows:-

v The International Conference on Cyberlaw, Cybercrime & Cybersecurity will look at the
emerging legal, policy and regulatory issues pertaining to cyberspace and cybercrimes.
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To identify the emerging Cyberlaw, Cybercrime & Cybersecurity trends and jurisprudence
impacting cyberspace in today’s scenario.

To create far more awareness about the newly emerging kinds of cybercrimes that are
impacting all stakeholders in the digital and mobile ecosystem.

To identify the areas in cyber crimes where Cyberlaw needs to be further evolved so as to
meet with the expectations and needs of the relevant stakeholders of the digital and mobile
ecosystem.

To work in the direction of creating an international network of cybercrimes and cyber-legal
professionals which could then be an important voice in the further development of
Cyberlaw, Cybercrime & Cybersecurity jurisprudence across the world.

Cybercrimes are now beginning to impact corporates in their new avatar. What are the
major international Cyberlaw, Cybercrime & Cybersecurity trends? What kind of new
manifestations of cybercrimes are beginning to emerge that corporates need to be careful
of? What international best practices need to be kept in mind by corporates for protecting
themselves from being victims of Cybercrimes? What kind of overall anti-Cybercrime
strategies do corporates need to have in place? These and a variety of other issues are
sought to be addressed in the International Conference on Cyberlaw, Cybercrime &
Cybersecurity.
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INTERNATIONAL CONFERENCE ON
CYBERLAW, CYBERCRIME & CYBERSECURITY,
2017

DRAFT AGENDA

Day 1 (16™ November, 2017)

Plenary Track 1

Inaugural Session

Address By:

Mr. Pavan Duggal
Advocate, Supreme Court of India
President, Cyberlaws.Net
Conference Director, International Conference on Cyberlaw, Cybercrime &
Cybersecurity
Founder & Chairman, International Commission on Cyber Security Law
Session 1 - Cyberlaw 2017 & Beyond
- Cyber Security & Cyber Security Law — Emerging Trends & Challenges
- Cybercrime - Latest Trends and Challenges
- Cyber Sovereignty and Attribution for Cyber Acts — Need for New Approaches
Globally
5- Ransomware, Botnets and Distributed Denial of Service, Spam, Malware, Spyware — the
next level of attacks and their regulations
Session 6 - Artificial Intelligence & Blockchain

2016 Conference Supported By:

B Microsoft 'gggg;é-'_j.‘

=4




Parallel Track 1

Session 7 - Cyber Diplomacy

Session 8 - Critical Information Infrastructure Protection - Critical for Every Nation

Session 9 - Big Data Analytics - Emerging Trends and Practical Difficulties

Session 10- Cloud computing and Data Ownership and concerned legalities

Session 11 - Judicial training on cyber related issues and concerned opportunities

Session 12 -Banking, Financial Services and Insurance in the Cyber World, Digital Economy,
Digital and Mobile Payments — new way forward

Session 13-Wearable Technologies, protection of Intellectual Property Rights and Public

Private-Partnership in Cyber Security

Parallel Track 2

Session 14 - Protecting Children from Online Sexual Abuse and Related Perspectives

Session 15 - Space - the final frontier and cyber security challenges

Session 16 - Cloud Computing, Cyber Security and uneasy marriage

Session 17 - Increasing importance of Ethics in a Cyber connected World

Session 18 - Data Repositories and Intermediaries are today Kings — a different look at Intermediary
Liability

Session 19 - Social, Mobile, Analytics & Cloud (SMAC) , Over the Top Applications, Live streaming
and cybercrimes

Session 20 - Data / Sharing Economy, Data Protection and Ownership, Medical Health Records and
Consumer Protection

Parallel Track 3

Session 21 - Cyber Radicalization and need for new regulatory approach

Session 22 - Robotics, Driverless Cars And The Law - The New Era Begins

Session 23 - Cyber Security Breaches — the biggest problem area of Internet of Things

Session 24 - Need and significance of Capacity Building for Police and Law-Enforcement
agencies

Session 25-Cybercrime Detection, Investigation, Prosecution and Conviction - Cyber Legal

Challenges

Session 26 - Freedom of Speech and Expression Online vs. Interception, Monitoring, Decryption and
Blocking — legitimate tools for sovereign Governments

Session 27 - Digital India Program, Demonetization, Cashless Economy and Smart Cities
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Day 2 (17" November, 2017)

Plenary Track 2

Session 28 - Cyber Warfare, Cyber Peace & Tallinn Manual 2.0
Session 29 - Main principles of Social Media jurisprudence — how law needs to tackle
Social Media

Session 30 - Internet of Things and Privacy Challenges
Session 31 - International best practices in Cyber World, their Relevance, Importance

and Impact
Session 32 - Darknet and Legal Challenges regarding regulation
Session 33 - Emerging Landscape and New Challenges in Cyberlaw, Cybercrime & Cybersecurity

Parallel Track 4

Session 34 - Cyber Resilience, Cyber Auditing & Cyber Insurance —the connected Policy Issue

Session 35- MLAT, Law Enforcement Agencies Collaboration and International Cooperation —
how far relevant today and the way forward

Session 36 - Digital Property Vs Hacking- the New era game of Cyber Criminals

Session 37 - Privacy in a Big Data world - viewpoints from various stakeholders

Session 38 - Applicability of Blockchain for Banking and Finance —opportunities and new

challenges
Session 39 - Internet Jurisdiction — a deadlock that needs addressing

Parallel Track 5

Session 40 - Cyber Citizenship

Session 41 - Securing Diversity: Women in Cybersecurity

Session 42 - Digital Identity, Biometric Information sharing, cyber security — legal, policy and
other challenges

Session 43 - Cloud Computing and Data Ownership and concerned Legalities

Session 44 - Evaporating Privacy in a transient World - what further can be done to protect
personal and data privacy
Session 45 - Digital ecosystem and Consumers - how much protected and what
further needs to be done?
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Parallel Track 6

Session 46 - Digital Defamation, Right To Be Forgotten & Connected Legalities

Session 47 - The Enemy Within: Detecting and Mitigating Insider Threats

Session 48 - New norms of behaviour needed for Cyberspace — work done so far and aspects that
need addressing

Session 49 - Forensics and Discovery Obligations vs. International Privacy Law And Electronic
Evidence Laws

Session 50 - Encryption versus Sovereign Rights to backdoors — what holds in the future and what
the master tussle between two

Session 51 - Cyber Education, Cyber Hygiene, Cyber Safety and Cyber Awareness — the Crucial
Quadrant
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